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NEW QUESTION: 1
An engineer is designing a multitenant network that requires separate management access and
must share a single physical firewall. Which two features support this design? (Choose
2)
A. Site-to-Site VPN
B. quality of service
C. dynamic routing protocols
D. threat detection
E. multicast routing
F. unified communications
Answer: A,B

NEW QUESTION: 2
To enable Dynamic Dispatch on Security Gateway without the Firewall Priority Queues, run the
following
command in Expert mode and reboot:
A. fw ctl multik set_mode 1
B. fw ctl Dyn_Dispatch on
C. fw ctl Dyn_Dispatch enable
D. fw ctl multik set_mode 4
Answer: D

NEW QUESTION: 3
which of the following example is NOT an asymmetric key algorithms?
A. Advanced Encryption Standard(AES)
B. Elliptic curve cryptosystem(ECC)
C. Merkle-Hellman Knapsack
D. Diffie-Hellman

Answer: A
Explanation:
AES is an example of Symmetric Key algorithm. After DES was used as an encryption standard
for over 20 years and it was cracked in a relatively short time once the necessary technology
was available, NIST decided a new standard, the Advanced
Encryption Standard (AES), needed to be put into place .
In January 1997 , NIST announced its request for AES candidates and outlined the requirements
in FIPS PUB 197. AES was to be a symmetric block cipher supporting key sizes of 128, 192, and
256 bits.
The following five algorithms were the finalists:
* MARS Developed by the IBM team that created Lucifer
* RC6 Developed by RSA Laboratories
* Serpent Developed by Ross Anderson, Eli Biham, and Lars Knudsen
* Twofish Developed by Counterpane Systems
* Rijndael Developed by Joan Daemen and Vincent Rijmen
Out of these contestants, Rijndael was chosen.
The block sizes that Rijndael supports are 128, 192 , and 256 bits.
The number of rounds depends upon the size of the block and the key length:
* If both the key and block size are 128 bits, there are 10 rounds.
* If both the key and block size are 192 bits, there are 12 rounds.
* If both the key and block size are 256 bits, there are 14 rounds.
When preparing for my CISSP exam, i came across this post by Laurel Marotta at the URL below:
http://cissp-study.3965.n7.nabble.com/CCCure-CISSP-Study-Plan-to-crack-CISSPclarification-td401.html
This tips was originally contributed by Doug Landoll
Here is an easy way to remember the types of crypto cipher:
The sentence to remember is: DEER MRS H CARBIDS
Asymmetric: encrypt with 1 key, decrypt with other Key exchange. A key pair: Public and
Private.
Services: Confidentiality, Nonrepudiation, Integrity, Digital Signature
D - Diffie-Hellman
E - El Gamal: DH +nonrepudiation
E - ECC
R - RSA
Hash- one-way algorithm, no key
M - MD5
R - RIPEMD (160)
S - SHA (3)
H - Haval (v)
Symmetric: Encryption, one key
C - CAST
A - AES: 128k, 10r; 192k, 12 r; 256k, 14r
R - RC4, RC5, RC6
B - BLOWFISH:23-448k, 64bit block
I - IDEA : 128k, 64bit block
D - DES-64-bit block, 16r
S - SERPENT
The following answers are all incorrect because they are all Asymmetric Crypto ciphers:
Elliptic curve cryptosystem(ECC)
Diffie-Hellman
Merkle-Hellman Knapsack
The following reference(s) were/was used to create this question:
Harris, Shon (2012-10-18). CISSP All-in-One Exam Guide, 6th Edition (p. 809). McGraw-

Hill . Kindle Edition.

NEW QUESTION: 4
Refer to the exhibit.
You are a security analyst for a company that has deployed an Aruba infrastructure, such as
Mobility Controllers, ClearPass, and Airwave. Recently they have deployed Aruba IntroSpect for
security analytics.
You are looking at the conversation details of an entity. Is this statement correct about the
details highlighted? (These details came from the ClearPass server and it has been integrated
as a context server in the IntroSpect.)
A. No
B. Yes
Answer: A
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